
Tingting Kou1，Zhicheng Dong*1，Jing Yang2，Jing Zhao3，Donghong Cai2

1Tibet University，2 Jinan University,  3Chengdu Technological University

To address the key management issue in ABE cloud storage and 
enhance the security of cloud storage, we consider a end-edge-
cloud network , which has four entities including Attribute 
Authority (AA), users, edge routers, and cloud servers, as 
illustrated in Fig. 1.
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l Problem: Cloud storage can enhance the efficiency of the data 
storage and sharing, while it is challenge for the security of the 
data transmission. Attribute-Based Encryption (ABE) improves 
security of data sharing, but the main issues are key management 
and user-side computational efficiency. 

l Algorithm: The proposed Online-Offline Re-Encryption (OORE) 
algorithm addresses these challenges.

l Results: The proposed OORE algorithm combines online and 
offline encryption/decryption operations, with most complex 
computations performed offline. During the online phase, it only 
requires a single pairing and a few divisions and multiplications, 
reducing the computational burden on users. Security analysis 
shows that the OORE algorithm can resist chosen ciphertext 
attacks, confirming its security. Experimental results demonstrate 
that the algorithm effectively lowers the computational load on 
users while keeping ciphertext and key storage overhead within 
reasonable limits.

ABSTRACT

We propose an OORE algorithm for data cloud storage and sharing. 
Specifically, the key escrow issue, where AA holds the user’s private 
key, is addressed through key computation operations. Additionally, 
re-encryption operations enhance the security of cloud storage. Our 
OORE algorithm is comprised of eight stages: Setup、Key Generation、
Key Computation、Encryption、 Re-Encryption Key Generation、Re-
Encrypted Ciphertext、Offline Decryption、Online Decryption.
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l With the rise of cloud storage, data security and privacy, 
especially in shared data access, are critical concerns. 

l  ABE faces the key escrow problem, where the Attribute 
Authority (AA) can generate users' private keys, potentially 
allowing it to decrypt any user's data. 

l Contribution:
1. The proposed OORE algorithm addresses the key escrow 

problem through key computation techniques.
2.  Re-encryption with distinct access control structures for each 

encryption.
3. We provide a formal security proof.

INTRODUCTION


